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About this work:
> Concepts behind openVPN setup
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A mobile VPN user
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Tunnel structure

External
communication

Home Area
Network

Public IP of the physical

interface = (internal IP network

Local
communication

7,

Internal IP of the virtual

%5 35S
% %5
OSERKRRKS Sasessteteseteres %5
RRRIRKEIRKS: ORRIIRRKLIRKY
B tatotetatetetatetatotetatoretotesatoretotes QSRS
— (TAP or |UL\[? interfac




L3 OpenVPN Tunnel - client
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L3 OpenVPN Tunnel - server
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L3 OpenVPN Tunnel - routing

e Client side:

— A host route to the public IP address of the VPN server via default
router for the IP subnet of the public IP address of the VPN client
(for openVPN client to server process communication — provides a
tunnel).

— A route to client's provider's IP subnet via physical port.

— A network route towards the internal IP subnet of the VPN via the
virtual TUN network interface for the internal communication.

— A default route for all external comunication: If we want also
external communication through the VPN, then the default route
gateway 1s the internal IP of the VPN server. Otherwise client's
public IP network default router represents the gateway of the
client's default route.
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L3 OpenVPN Tunnel - routing

e Server side:

— A default route through external physical port via default
gateway of the public IP subnet. This is necessary for all
extrenal communication (openVPN server also communicates
via this route).

— A route to our local internal IP subnet through our internal
physical network interface.

— A route to our second internal IP subnet via virtual network
interface (TUN), prepared for our remote clients.
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L3 OpenVPN Tunnel - routing

e Let's make most of communication through the tunnel.
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